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The artificial intelligence (AI)-enhanced Blockchain telehealth framework pro-poses a new architecture that addresses remote healthcare delivery challengesthrough AI and Blockchain technologies, making services secure, intelligent, andtransparent. Traditional telehealth delivery models face significant data secu-rity, privacy, and trust concerns. This study addresses these issues by applyingAI predictive analytics to assess service delivery risk among patient populationsthrough patterns of telehealth utilization and accessibility across demographic,ethnic, and geographic cohorts. After collecting and preprocessing patient infor-mation from the Telehealth Services for Medicaid and CHIP Population dataset, aGradient Boosting Machine model was developed, achieving 99.96 percent accu-racy, 99.89 percent precision, 99.98 percent recall, and a 99.93 percent F1-score.The experimental evaluation showed promising performance, with very low gasconsumption of about 22,500 units per transaction, a latency of 0.013 seconds,and a strong encryption throughput of 57.75 MB/s. These results confirm thatthe framework is scalable and highly efficient. Overall, the proposed frameworkwould improve security, reliability, and interoperability in the telehealth ecosys-tem, supporting more robust, resilient, and patient-centered sustainable digitalhealth initiatives.Keywords:Predictive Analytics; Blockchain;Telehealth System Research;Data Security; Gradient BoostingMachine
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1. Introduction

The rapid advancement of artificial intelligence (AI), the Internet of Things (IoT), and blockchainhas been transforming healthcare worldwide and opening new possibilities for intelligent, secure,and personalized telehealth solutions [1]. Remote consultations, combined with wearable monitoringand e-prescriptions, have opened up possibilities for greater data privacy, interoperability, and trust[2]. Conventional telehealth systems suffer from fragmentation and susceptibility to data leakage,thereby compromising patient trust [3]. Used together, AI and blockchain can thoroughly addressthe fundamental trust and privacy issues by providing an intelligent, transparent, and tamper-proofhealth service delivery system [4]. The purpose of this telehealth framework is to apply AI withinblockchain technology in a meaningful way by enhancing the intelligence behind medical and relateddecisions, using resources more effectively, and protecting patient data [5]. The proposed frameworkwill combine predictive analytics with decentralized data management, thereby establishing reliableand effective remote healthcare delivery [6]. Furthermore, in the long run, this combined approachwill benefit the ongoing monitoring of patient health, support automated diagnostic systems, andcreate transparency in record maintenance [7]. In essence, the AI-Enhanced Blockchain TelehealthFramework is a digital healthcare ecosystem that promises greater safety, fairness, and a data-drivenculture [8].Modern approaches to telehealth security and intelligence include IoT-based healthcare moni-toring systems, cloud-based storage of electronic health records, AI-driven predictive diagnosis, andstand-alone blockchain-based medical record systems. IoT systems provide real-time patient data andcontextual health analytics, but most offer only simple encryption and can be hacked at any time[9]. While cloud-based approaches to healthcare delivery increase patient accessibility, they still raiseconcerns about patient privacy and single points of failure [10]. AI-driven diagnostic solutions (suchas classifiers based on CNN, SVM, and various deep learning techniques) can deliver accurate results,but they currently operate in silos because secure data-sharing protocols are lacking [11]. Similarly,blockchain-based technologies such as Hyperledger Fabric can be used for the secure storage andtransfer of medical records and provide immutability, but they face scalability issues and limited com-putational efficiency [12]. While each of these systems has a specific purpose, none provides a singleinteroperable solution that achieves intelligence, privacy, and efficiency at the same time [13]. As aresult, they are not equipped to meet the demands of the rapidly evolving telehealth field, whichrequires both responsible data governance and predictive accuracy [14].The AI-Enhanced Blockchain Telehealth Framework addresses the above problems through pre-dictive modeling using a Gradient Boosting Machine (GBM) and data authentication using blockchainlayers, minimizing dependence on human assessment while improving trustworthiness through auto-mated smart contracts. Unlike past approaches, this framework provides end-to-end data securitywithout compromising diagnostic intelligence. The blockchain layer serves as an immutable storefor health records, prescriptions, and transactions, while enabling AI algorithms to perform healthrisk assessment and provide decision support with very high accuracy. Smart contracts automate ac-tions, including the approval of prescriptions, the initiation of emergency services, and the settlementof claims, greatly reducing the potential for human error and fraud. The innovative aspect of thisframework lies in its dual-layer design: AI provides analytical intelligence, while blockchain providestransparency and trust. This combination creates a connected telehealth ecosystem that is intelli-gent, secure, and scalable. Together, these features represent a new standard of care and monitoringin remote care delivery:
• construct an AI-backed, blockchain-based telehealth system to guarantee secure, intelligent,and transparent remote healthcare services, while leveraging seamless integration of AI, blockchaintechnology, and telecommunications;
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• employ the Telehealth Services for Medicaid and CHIP Population dataset to gather, organize,and analyze patient demographic, medical, and telehealth interaction data for model trainingand validation;
• to ensure proactive and equitable healthcare delivery, set up an AI-driven GBM model to analyzepreprocessed telehealth data and generate accurate predictions of telehealth service risks; and
• create a blockchain-based infrastructure that uses smart contracts to secure data transactions,authenticate digital prescribers, facilitate emergency response, and automate insurance claimsand payments.
This paper is organized into five primary sections. Section 1 introduces the integration of AI andblockchain for secure and intelligent telehealth delivery, discussing the background, motivation, andgoals in detail. Section 2 reviews the literature on AI, IoT, and blockchain in healthcare and high-lights the corresponding privacy, interoperability, and scalability challenges. Section 3 outlines themethodology, covering data collection from the Telehealth Services for Medicaid and CHIP Populationdataset, preprocessing, AI-based GBM health risk prediction, and integration with blockchain for dataprotection and automation. Section 4 presents the experimental results and discussion, showing anexceptional model accuracy of 99.96%, together with high efficiency and a low blockchain latency of0.013 s. Finally, Section 5 concludes the paper with the major contributions of this study and out-lines future research directions toward telehealth systems that are highly secure, patient-centric, andscalable through interoperable and federated learning technologies.

2. Related Work
The rapid pace of technological innovation, including AI, IoT, blockchain, and big data, has trans-formed global health systems into highly intelligent, robust, and patient-focused ones. Various studiesconducted between 2020 and 2025 have investigated how these innovations have altered diagnos-tics, logistics, patient engagement, data security, and management in healthcare, as well as the ethical,infrastructural, and policy issues that accompany this transformation. Dash [15] first highlighted theworldwide growth of IoT in healthcare, fueled by the COVID-19 pandemic. This study underscored howdigital connectivity transformed healthcare delivery while highlighting technology development, dataprivacy, and uneven adoption by healthcare workers as areas of concern. Building on this, Chen et

al. [16] developed an intelligent regional health security monitoring and emergency medical responsesystem based on IoT, big data, and AI to improve medical resource scheduling, ICU management, andinfectious disease early warning—especially in less developed areas such as Ganzhou, Jiangxi, China.In the same way, Lakhwani et al. [17] developed an IoT-drone healthcare logistics system that achievedimpressive efficiency improvements, including a 78% decrease in delivery times and a 65% reduction incarbon emissions, demonstrating the potential of AI and IoT to overcome environmental and logisticalchallenges in the remote delivery of medical supplies.As healthcare infrastructures become more reliant on networked devices and data streams, se-curity and trust have become the primary concerns. Alharbi et al. [18] proposed a blockchain-basedsystem that incorporates smart contracts to protect IoT-enabled remote healthcare monitoring sys-tems, making the data tamper-proof, transparent, and automated. Building on this premise, Shinde
et al. [19] conducted a systematic review to investigate the possibility of using blockchain to protectAI-powered healthcare systems. The review detected critical deficiencies in data protection associ-ated with training and using certain AI models, and therefore recommended blockchain solutions toenhance privacy and security in NLP, computer vision, and acoustic AI applications. Similarly, Saxena
et al. [20] developed a framework using Hyperledger Fabric for chronic disease management (CDM),
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addressing persistent challenges in data interoperability and access control. Their AI-based solutionachieved 96% accuracy and an F1-score of 0.92, demonstrating the potential of blockchain and AI insecure and scalable healthcare systems.AI is transforming healthcare in many areas. Deep learning and machine learning perform remark-ably well in detecting and diagnosing diseases across various imaging modalities, from X-rays to CTscans, MRIs, and ultrasound. These applications also emphasize the importance of AI specialists andclinicians working together ethically and effectively to put these technologies into practice [21]. Rashid
et al. [22] observed that AI is broadening horizons in diagnosis, surgery, and patient monitoring, whilealso carrying risks such as algorithmic bias and privacy breaches, and they called for cross-sector col-laboration and continued funding for ethical AI research.The integration of AI into both operational and patient-facing systems is revolutionary in its ownright. Saini et al. [23] built an AI-based queue management model that reduced emergency patients’waiting times by 40% and improved resource allocation through reinforcement learning techniques,an approach that may scale to telemedicine for effective direct care. Khamaj [24] developed a chatbotdesigned primarily for older adults that offers various options for voice interaction, adjustable text, andpersonalized dialogue to enhance engagement and usability. Testing confirmed that older patients feltmore engaged and that their satisfaction with healthcare providers increased, suggesting that AI couldfoster inclusiveness.Wearable technology has become a frontier of innovation in AI-driven healthcare. Real-time phys-iological and biochemical data have enabled personalized, proactive care through wearable bioelec-tronics. Although these systems support the management of chronic conditions, interoperability, pri-vacy, and ethical considerations remain concerns [25]. Other AI-based techniques include federatedlearning for preserving privacy and deep learning for noise reduction, which improve the accuracy andinteroperability of wearable devices with electronic health records [26]. This study highlighted the po-tential of blockchain-based interoperability and of collaboration among stakeholders in developing asecure and scalable environment for digital health.The widespread application of AI in health networks and hospitals has been highly beneficial. AlD-haen [27] measured the effect of AI on patient safety at hospitals within the Gulf Cooperation Counciland reported a diagnostic accuracy of 95.2% and a significantly reduced incidence of medication errorsand delayed treatment. The study demonstrated that AI helps improve operational efficiency whilereinforcing the importance of digital literacy and training.The digital revolution in healthcare would not have occurred without the emergence of AI, IoT,blockchain, and data intelligence, which together tie the studies reviewed above into a single narrative.The convergence of these technologies is establishing new standards for healthcare delivery, moni-toring, and management, ranging from secure data handling and telemedicine provision to patient-centric care and smart logistics. However, as noted in the preceding discussion, ethical governance,open systems that enable interoperability, and alignment among stakeholders, namely policymak-ers, technologists, and clinicians, are still required. These technological changes foreshadow a digitalhealthcare environment that will be more accessible, secure, and equitable in the near future.
2.1 Problem Statement

Pre-existing safety and efficacy limitations, mostly tied to home telehealth models, have provenproblematic for securing and retaining private information [28]. This study investigates the appli-cability of AI and blockchain technologies in addressing the gaps in telehealth systems to improveperformance, security, and scalability [29]. The research aims to study the combined use of AI andblockchain to provide a secure and transparent route for accessing patient-controlled records whileimproving data authorization procedures in telehealth settings [30]. Moreover, the research seeks to
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determine whether this integration could help mitigate cyberattack threats that appear to have beenexacerbated by digital transformation in healthcare [31]. Building on this foundation, the research willfurther explore how the combination of computing technologies, namely AI, blockchain, and cloudcomputing, can address pressing needs for data privacy, real-time analytics, and system interoperabil-ity, ultimately fostering a healthcare delivery ecosystem that is secure, connected, and patient-centric.
3. ProposedMethodology for Secure and Intelligent RemoteHealth-
care Delivery

The data collection process is the first step in the workflow, in which Medicaid telehealth data arecollected and subsequently stored on the blockchain for secure and tamper-proof storage. Then, inthe preprocessing stage, which consists of data cleaning, feature engineering, and normalization andprepares the data for further analysis, the AI-driven data analysis and prediction process, as shownin Figure 1, uses the GBM to analyze the data and generate health risk assessments, which are alsosecurely stored on the blockchain. The prescription and drug delivery step involves verifying digitalprescriptions, with blockchain support to validate them and prevent fraud. The remote consultationprocess is supported by AI, which assists in making diagnoses, while the blockchain stores the con-sultation data to guarantee its integrity. The emergency service activation function reduces the timeresponders take to arrive and ensures that the emergency services are confirmed and logged. Thepharmacovigilance stage monitors side effects and safety data, with the blockchain recording adversedrug reactions and safety information.
3.1 Data collection

A telehealth system with AI-augmented blockchain can collect data from patients in different ways,including electronic health records, telehealth service logs, and data from wearable devices. The pri-mary source of such data is the Telehealth Services for Medicaid and CHIP Population dataset, whichcontains elements such as patient demographics, complete medical history, details of telehealth ses-sions conducted with patients, and real-time health metrics such as heart rate, blood pressure, andoxygen levels. Storing all data on the blockchain secures it, rendering it tamper-proof, transparent,and time-stamped for audit purposes. Blockchain technology not only provides a secure access sys-tem in which authorized users can view sensitive information, but also maintains the confidentialityand reliability of data. In addition, data obtained from telehealth interactions, such as consultationsbetween doctors and patients, can be encrypted and recorded on the blockchain for greater visibility.This creates a robust data collection system that supports accurate AI analysis and health risk predic-tion. Ultimately, the collected data are used for continuous monitoring and healthcare improvement,enabling proactive care before patients become ill:
• Dataset Link - https://data.medicaid.gov/dataset/651fa253-4dd4-4867-8725-2b5ae1dd5ce9

3.2 Preprocessing

Data collection is followed by preprocessing, which ensures that the data are clean, consistent,and ready for analysis. The process handles missing data through imputation, using the mean fornumerical data and the mode for categorical data. In addition, outliers are identified and removedusing the Z-score method to maintain data quality. Finally, features are scaled or normalized so thatall variables have an equal impact on the machine learning models, which improves performance.Data cleaning involves handling missing or erroneous values to ensure high-quality data. For miss-
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Fig. 1. AI-enhanced Blockchain telehealth system workflow
ing numerical values, imputation using the mean is applied, as shown in Eq. (1).

Ximputed =

∑︁n
i=1 Xi

n
(1)

For categorical data, mode imputation is used, and outliers are detected using the Z-score, wherevalues |Z| > 3 are considered outliers. This ensures that the data are accurate and ready for analysis.Feature engineering creates new features or transforms existing ones to improve model perfor-mance. For example, interaction features can be generated by multiplying two features, as shown inEq. (2).
Xinteraction = Feature1 × Feature2 (2)

For categorical variables, one-hot encoding is used to create binary columns, as shown in Eq. (3).
Gender =

{︄
1 if Male
0 if Female (3)
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To capture non-linear relationships, polynomial features can be created, as shown in Eq. (4).

Xpoly = X2 (4)
Normalization and scaling are crucial for ensuring that all features are on the same scale, whichimproves the performance of machine learning models. Min-max scaling rescales data to a range of

[0, 1], using the formula shown in Eq. (5).
Xscaled =

X −min(X)

max(X)−min(X)
(5)

This ensures that all features contribute equally to the model, making it more efficient and accu-rate. In addition, other techniques like standardization and robust scaling can be used depending onthe data characteristics, but min-max scaling is commonly applied in practice.
3.2.1 On-chain and off-chain data architecture

Figure 2 shows the interaction between on-chain and off-chain components in the AI-EnhancedBlockchain Telehealth System. On-chain, the blockchain manages hashes of records, prescription IDs,claim IDs, and timestamps to ensure integrity. The complete patient data, records, and diagnosticimages remain securely stored off-chain in an encrypted database (or IPFS/cloud). A smart contractlinks on-chain hashes to off-chain encrypted data, ensuring auditability, security, and scalability whilekeeping sensitive patient data off the blockchain.

Fig. 2. On-chain and off-chain interaction

3.2.2 Data privacy and protection before Blockchain storage

The system applies rigorous protection and anonymization measures to the data before any dataenters the blockchain, thereby ensuring compliance with privacy standards such as HIPAA and GDPR.All health information that can identify individuals, including names, medical history, and diagnosticreports, is encrypted and stored off-chain in secure cloud or IPFS repositories. Only hashed metadata,transaction logs, timestamps, and record identifiers are kept on-chain, which ensures immutabilitywithout exposing sensitive content. Each hash is a cryptographic fingerprint that provides proof of au-thenticity and integrity of the encrypted data while concealing any patient information. This two-layerdesign preserves privacy while providing the telehealth network with transparency and auditability.
7
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3.3 AI-driven Data Analysis and Predictions using Gradient Boosting Machines

AI-driven data analysis and prediction apply AI models (e.g., GBM) to medical data to predict healthrisks. After collecting and preparing the data, which comprise patient demographic information, med-ical background, and real-time health measurements, the AI model evaluates it and assigns health riskclassifications, including the probability that a patient will develop a chronic illness or be admitted tothe hospital. These predictions, along with the original input data, are then stored on the blockchainfor security. The blockchain makes it practically impossible to alter either the input data or the pre-dictions, thereby providing a transparent and immutable record of the analysis. This means that thewhole procedure, from data collection to prediction, is securely logged, giving healthcare practition-ers confidence in the outcomes and the ability to trace any decision back to its original data source.In addition, the blockchain’s transparency feature supports auditable records that can be scrutinizedover time to verify the reliability and consistency of the health risk evaluations, thereby contributingto better healthcare decision-making and enabling “always on” monitoring of patient health. Figure 3

Fig. 3. Architecture of gradient boosting machines for health risk prediction
illustrates the full process of health risk prediction using GBM on the Telehealth Services for Medicaidand CHIP Population dataset. The first step is splitting the dataset into training and testing sets. Deci-sion trees (Tree 1, Tree 2, ..., Tree n) are trained in parallel on the same training data, with each treelearning different aspects of the data. Afterward, the individual trees are evaluated on the test set andtheir performance is measured. The predictions of all the trees are then combined (boosted) to pro-duce a final, more accurate model. Through this ensemble learning technique, health risk predictions,for instance, those for chronic diseases, are significantly improved as the individual tree predictions aresummed, making the model more robust and trustworthy for medical personnel’s decision-making.In GBM, multiple decision trees are trained iteratively. Each tree focuses on correcting the errors(residuals) of the previous tree. The first tree is trained on the full training data. After the first tree,subsequent trees are trained on the residuals (errors) left by the previous trees. This process improves
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the model iteratively. For tree t, the prediction is given by

ft(x) =
m∑︂
i=1

wi · hi(x) (6)
where ft(x) is the prediction for the t-th tree, wi are the weights assigned to each tree, and hi(x) isthe prediction function (decision tree) for the i-th feature.After training each tree, the model’s performance is tested using the test set. This is done to assesshow well the trained model generalizes to unseen data. The prediction errors (residuals) are calculatedas shown in Eq. (7). Error = True Value − Predicted Value (7)
Each tree in the ensemble predicts the chronic disease risk based on what it has learned from thetraining set. The errors are accumulated and used to adjust the weights of the next tree.In the boosting process, each tree is trained to reduce the residuals or errors of the previous tree.The predictions from all trees are then aggregated (usually via a weighted sum) to make the finalprediction, as expressed in Eq. (8).

ŷ(x) =
n∑︂

t=1

αt · ft(x) (8)
where ŷ(x) is the final prediction of the health assessment for a given patient, αt is the weight ofthe t-th tree, and ft(x) is the prediction made by the t-th tree. The boosting process ensures thatthe trees collectively focus on different parts of the data and reduce errors over iterations, leading toimproved accuracy.The final model, which pools the predictions of all the decision trees, is used to evaluate a pa-tient’s health risk. The resulting score indicates the risk level, which doctors can use to estimate theprobability that the patient will develop health-related problems or illnesses, based on their healthindicators and past records. This health risk assessment supports the selection of appropriate patientcare and intervention strategies by enabling informed decisions.
3.4 Remote Consultation Process

AI is now widely used in telemedicine, where it helps physicians assess patients’ conditions dur-ing video consultations. After analyzing patient data such as symptoms, medical history, and healthmetrics, it gives the doctor insight into possible diagnoses and thus assists in decision-making. Thedoctor then records their decisions and the AI suggestions in the patient’s file for further consulta-tion, ensuring continuity of care. All information concerning the consultation, including patient de-tails, doctor notes, AI suggestions, and the final decision, is stored securely via blockchain technology.Blockchain technology ensures that this consultation data is permanent, immutable, and transparent,thereby preserving data integrity and allowing access only to authorized users. With this system, pa-tient information is kept safe and can be accessed smoothly by doctors for follow-up care, audits, anddecision-making, which in turn builds trust and improves the overall healthcare experience.The workflow for a remote consultation system is illustrated in Figure 4. First, the patient submitsa consultation request by providing the necessary documents and making the payment. The consul-tation experts from the tertiary hospital evaluate the request, and their opinion is shared with thephysician at the primary hospital, who takes further action and treats the patient. After that, theRemote Consultation Management Center manages the consultation data. It consolidates the consul-tation data, provides advice, and supervises service delivery. The center ensures that the patient data
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Fig. 4. Architecture of remote consultation services
are stored and managed properly. The service concludes with the consultation, payment, and final ser-vice delivery. Through this well-organized procedure, remote consultations are managed efficiently,ensuring that the needs of both patients and healthcare providers are met.
3.5 Prescription Management and Delivery process

The prescription management and delivery procedure ensures a secure process for the creation,verification, and distribution of digital prescriptions to pharmacies and patients. Once a doctor pre-scribes a medication, the prescription is generated and verified through the telehealth platform usingAI algorithms to ensure that it is accurate, legal, and in line with medical standards. The verified pre-scription is then logged on the blockchain, where it is timestamped and stored immutably, so thatit cannot be altered. The blockchain entry allows pharmacies and patients to independently verifya prescription’s authenticity, giving both parties transparency and trust in the process. In addition,smart contracts operating on the blockchain can automate dispensing and delivery for duly licensedpharmacies, reducing the chance of human error and improving efficiency. The combined use of AIand blockchain technology helps prevent counterfeit prescriptions and makes prescription deliverywithin the telehealth ecosystem secure, trustworthy, and traceable. The entire procedure begins withthe generation of a prescription, as illustrated in Figure 5, in which a digital prescription is created bythe healthcare provider. The next step is the Verification Process, which checks the prescription forcorrectness and compliance. Once the prescription is verified, it is securely stored through BlockchainRecording, which ensures tamper-proof records and traceability. Authentication and Access allowonly authorized pharmacists and patients to access the data. The prescription is then automaticallydispensed, and the process is tracked and stored through Record Maintenance, so that the healthcaresystem benefits from the transparency and safety provided by the entire workflow.
3.6 Emergency Services Activation

The Emergency Services Activation function of the AI-Enhanced Blockchain Telehealth System man-ages urgent healthcare requests efficiently and securely. When a patient or healthcare provider sub-
10
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Fig. 5. Management and delivery process
mits an emergency request, the system first checks the availability and credibility of the emergencyservice providers, such as ambulances and hospitals, through the blockchain records. Next, AI algo-rithms evaluate the patient’s health data, the severity of the patient’s condition, the location, and theresources available to prioritize the request and determine the best response. After a provider is as-signed to the case, the dispatch and all further actions, such as travel time, arrival, and treatment initi-ation, are logged on the blockchain, making the record tamper-proof, transparent, and auditable. Thisallows healthcare administrators to monitor response and service delivery times, thereby supportingcontinuous improvement in emergency services. Through this combination of AI for decision-makingand blockchain for secure record-keeping, emergency care interventions become timely, accountable,and trustworthy.Emergency eequest submission step allows the patient or healthcare provider to raise an alertwhen urgent medical care is needed. This alert is recorded in the system with a timestamp t, a patientidentifier P , and a location L. The emergency request can therefore be mathematically expressed asshown in Eq. (9).

R = f(P, t, L) (9)
here, R is the emergency request, P is the patient ID, t is the time of submission, and L is the loca-tion of the patient. This structured logging allows the exact recording of each emergency request forfurther verification, prioritization, and dispatch.Verification of emergency service provider step ensures that only authorized and trustworthy providersrespond to emergency requests. In response to an emergency request, the system verifies the provider’scredentials and status as stored on the blockchain. This verification can be expressed mathematicallyas shown in Eq. (10).

V = Verify(E) (10)
where V is the verification status and E is the emergency service provider’s ID. Relying on blockchainrecords ensures that only verified providers, such as registered ambulances or hospitals, are dis-patched, supporting safety, accountability, and reliability in emergency response.AI-Rank uses AI algorithms to prioritize emergency requests by urgency and severity. The systemassesses multiple variables to compute a priority score, including the severity of the patient’s medicalcondition, the distance to the nearest emergency service, and the availability of resources. The result-ing score guides resource allocation based on an aggregated assessment. The score can be expressed
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as shown in Eq. (11).

S = α ·H + β ·D + γ ·Ra (11)
whereS is the priority score,H is the patient’s health severity,D is the distance to the nearest service,
Ra is the available resources, and α, β, γ are weight factors that determine the relative importanceof each parameter. This ensures that the most critical and time-sensitive cases are addressed first,thereby optimizing emergency response efficiency.Dispatch-and-response logging entails sending emergency services to the patient according to thepriority score S assigned by the AI system. Once the service is dispatched, all activities, including thestart and end times of the response, the emergency request, and the provider’s ID, are securely loggedon the blockchain for accountability. This can be expressed as shown in Eq. (12).

B = Blockchain Log (R,E, ts, te) (12)
whereB is the blockchain log record,R is the emergency request,E is the ID of the emergency serviceprovider, and ts and te are the start and end times of the response. Logging on the blockchain makesthe entire response process permanently traceable, so that it can be reviewed clearly during audittrails and serves as a credible record for review and optimization.Review and optimization step aims to evaluate historical emergency response data and refine theresponse logic for future interventions. The response time of an emergency is computed as the differ-ence between the end time and the start time of the service, as shown in Eq. (13).

Tresponse = te − ts (13)
where Tresponse is the response duration, ts is the start time, and te is the end time. AI algorithmsuse Tresponse along with other logged metrics, such as location, resource usage, and case severity, tooptimize routing, allocate resources effectively, and improve overall emergency service efficiency forfuture requests.
3.7 Pharmacovigilance in the AI-enhanced Blockchain Telehealth System

In the AI-enhanced Blockchain Telehealth System, pharmacovigilance is an ongoing process ofmonitoring and documenting adverse drug reactions (ADRs) and other safety data reported by health-care providers and patients. The patient’s side effect or concern is recorded together with metadatasuch as patient ID, drug details, severity, and timestamp. The information is then secured on theblockchain, so the reports cannot be altered or manipulated and can always be verified, which pre-serves data integrity. The AI analyzes the reports logged on the blockchain to detect safety signalsand potential drug risks and to flag them as urgent for immediate intervention. Blockchain and AI to-gether offer a transparent and effective pharmacovigilance system, which enables healthcare admin-istrators and providers to act quickly on new drug safety issues, improve patient safety, and complywith regulations. Figure 6 illustrates the different kinds of adverse drug reactions (ADRs) that can becaused by medications. Vomiting, diarrhea, dizziness, skin changes, thyroid abnormalities, stomachinflammation, abdominal pain, and even depression are some of the side effects that drugs can pro-duce. If a patient reports these reactions in the system, the telehealth platform not only capturesthe reports but also securely logs them on the blockchain. This process ensures data immutabilityand transparency, which prevents tampering. The AI system then analyzes the ADR data to identifypatterns that point to new drug safety problems. Health professionals receive immediate alerts sothat they can respond promptly when urgent action may be needed. Together, these steps improvepharmacovigilance, transparency, and the speed of action on drug safety issues.
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Fig. 6. Adverse drug reactions
3.8 Claims and Payments

The claims and payments process is linked to pharmacovigilance and safeguards the financial as-pects of drug safety and treatment. This process ensures that patients who experience ADRs are com-pensated whenever an adverse drug effect is identified and reported. Once an ADR is recorded on theblockchain, it can trigger a claim for compensation or for treatment coverage. The blockchain storesthe claim, allowing each participant, whether a patient, healthcare provider, or insurance company,to access immutable records, which strengthens transparency and deters fraud. AI helps verify thevalidity and genuineness of the claim, using patient data and ADR reports as evidence. The financialcomponent relies on smart contracts on the blockchain, which enable fund transfers to either thehealthcare provider or the patient, depending on the case. Integrating ADR reporting and claims pro-cessing through blockchain secures the entire process, maintains an audit trail, and makes it efficient,thereby improving the reliability of pharmacovigilance and insurance systems.
3.9 Blockchain Network Configuration

Before the blockchain network was deployed, the applicable guidelines and regulations were re-viewed. Because health-data regulations have recently been tightened, the system was designed tocomply with them. An agreement between the in-house project management team and the otherstakeholders was established under the regulatory and negotiation framework of this pilot. The net-work configuration follows the requirements of an information security management system (ISMS)and ISO 27799:2008. An environment checklist was used to systematically ensure data security andprivacy, covering system management, network services, host security, incident management, busi-ness continuity, and data restoration and recovery.
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4. Result and Discussion
The experimental results of the proposed AI-Enhanced Blockchain Telehealth System demonstratethat it can deliver secure, accurate, and efficient remote healthcare services. The integration of AIand blockchain technology has not only strengthened data integrity and transparency but also en-hanced the analytical accuracy and responsiveness of the system. The GBM model applied to theTelehealth Services for the Medicaid and CHIP Population dataset demonstrated remarkably good pre-dictive power for classifying patient health risk into Low (L), Medium (M), and High (H) categories. Thesystem achieved an impressive accuracy (99.96%), precision (99.89%), recall (99.98%), and F1-score(99.93%), indicating a good balance between precision and recall. Furthermore, ROC and Precision-Recall curves confirmed almost perfect discrimination by the model, with AUC values above 0.9999 forall classes. In addition, the smart contracts deployed on the blockchain exhibited low gas consumption(˜22,500 units) and low latency (0.013 sec), supporting efficient execution and scalability. The encryp-tion process achieved a throughput of 57.75 MB/s, which indicates good cryptographic performancefor secure data management. Proof of Authority (PoA) was selected as the consensus mechanism tobalance low latency and high throughput for private healthcare or consortium networks. With PoA,transactions can be recorded quickly by reputable validator nodes such as hospitals or insurers, mak-ing transaction processing much faster and cheaper than with Proof of Work. This directly contributesto the observed ultralow latency (0.013 s) and low gas consumption (˜22,500 units per transaction)during the experiments. The PoA model is efficient, secure, and well governed; its attributes there-fore make it a suitable consensus protocol for telehealth settings, which are strictly regulated, de-mand transparency, and must safeguard data privacy. Collectively, these results demonstrate thatthe proposed framework effectively integrates predictive intelligence with blockchain-enabled dataassurance, thereby presenting a robust, transparent, and high-performance telehealth environmentcapable of addressing the urgent concerns of current digital healthcare systems.

4.1 Confusion Matrix

The performance of a classification model that predicts risk levels as Low, Medium, and High isshown in the confusion matrix in Figure 7. Correct predictions are reflected in the high values on thediagonal (1592 for Low Risk cases, 304 for Medium Risk cases, and 647 for High Risk cases). Only oneLow Risk case was misclassified as Medium Risk. This indicates the high accuracy of the model and itsability to distinguish between categories.
4.2 Performance Metrics

Figure 8 presents the performance of the classification model as a bar chart of accuracy, preci-sion, recall, and F1-score, all of which are very high. The model’s precision is 99.89%, indicating thatthe false positive count is minimal, while the overall accuracy is 99.96%. A recall of 99.98% demon-strates the model’s ability to detect almost all true positives. An F1-score of 99.93% indicates thatthe model achieves a very good balance between precision and recall, reflecting its superb predictiveperformance.
4.3 FPR vs FNR

The false positive rate (FPR) and false negative rate (FNR) of the model are shown in Figure 9. TheFPR is remarkably low at just 0.02%, which indicates that very few false positives were predicted. Incontrast, the FNR is slightly higher at 0.04%, which means that the model misses only a tiny frac-
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Fig. 7. Confusion matrix

Fig. 8. Performance metrices
tion of the positive cases. Both rates are very low, confirming the model’s high reliability and strongclassification performance with very few misclassifications.
4.4 Precision-Recall Curve

The Precision-Recall curve illustrates the relationship between precision and recall for the threerisk categories, Low, Medium, and High, as shown in Figure 10. The curves are almost perfect, asthey lie very close to the top-right corner, which indicates excellent model performance. The AveragePrecision (AP) scores of 0.999999 for Low Risk, 0.999968 for Medium Risk, and 1.000000 for HighRisk are extremely high. These results show that the model maintains very high precision and recallfor all classes, with almost no trade-off between the two.
4.5 ROC Curve

The ROC curve is a graphical representation of the model’s ability to separate the Low, Medium,and High Risk categories, as shown in Figure 11. Each curve is very close to perfect, hugging the upper-
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Fig. 9. FPR vs FNR

Fig. 10. Precision recall curve
left corner of the plot, which indicates excellent classification performance. The Area Under the Curve(AUC) values are extremely high: 0.999998 for Low Risk, 0.999996 for Medium Risk, and 1.000000 forHigh Risk. These near-perfect AUC scores indicate that the model has excellent discrimination power,with practically no false positives or false negatives.
4.6 Gas Consumption per Transaction

The bar graph displays the gas consumption of two transaction executions on the blockchain net-work. Transaction execution 1 consumed 22,600 gas (22.6 kgas), and transaction execution 2 con-sumed 22,504 gas (22.5 kgas), as shown in Figure 12. The small difference of 96 gas between the twotransactions indicates that both transactions have nearly the same computational cost. This suggests
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Fig. 11. ROC curve
that gas consumption is consistent across executions.

Fig. 12. Gas consumption per transaction

4.7 Blockchain Transaction Latency

The graph shows the latency of two blockchain transactions, that is, the time each takes to com-plete. Transaction 1 had a latency of 0.0181 seconds, while Transaction 2 completed faster, at 0.0130seconds (Figure 13). This suggests that Transaction 2 was executed more efficiently, with less delay.Overall, both transactions show very low latency, which suggests a high-performance blockchain sys-tem.
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Fig. 13. Blockchain transaction latency
4.8 Encryption Throughput

The bar graph compares the encryption throughput of the two files, measured in megabytes persecond (MB/s). As shown in Figure 14, File 1 achieved an excellent throughput of 57.75 MB/s, whichwas much higher than that of File 2. File 2, the slower of the two, reached only 5.18 MB/s, indicatingpoor encryption performance. This wide discrepancy suggests that file size and system resources maybe among the factors that affect the efficiency of the encryption process.

Fig. 14. Encryption throughput
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4.9 Encryption Time per File

Measured in megabytes per second (MB/s), the bar graph compares the encryption throughputof the two files. The AES-256 algorithm in Galois/Counter Mode (GCM), implemented with the Py-Cryptodome library, was used to encrypt the data. As shown in Figure 15, File 1 achieved a throughputof 57.75 MB/s, indicating that the encryption is very efficient and suitable for real-time secure healthtransactions. GCM was chosen because it provides both confidentiality and authentication with a verylow computational cost.

Fig. 15. Encryption time per file

4.10 Ethereum Transaction Details

Figure 16 shows the details of an Ethereum blockchain transaction. It includes the transaction hash,the sender and recipient addresses, the gas used (22,504), the gas price, and the gas limit (300,000).Most importantly, no ETH is transferred during the transaction (0.00 ETH), which indicates a smartcontract operation. In addition, the current block number, the transaction status, and the input data(TX Data) for the performed operation are highlighted.

Fig. 16. Ethereum transaction details
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4.11 Ethereum Smart Contract Transaction Overview

Figure 17 shows an Ethereum transaction that involves a smart contract. The transaction detailsshow the hash, the sender address, and the contract address, with 0.00 ETH transferred, indicatingthat the transaction was a contract interaction rather than a value transfer. A total of 22,588 gas unitswas used, against a gas limit of 300,000, at a gas price of 634,262,332 wei. The transaction wassuccessfully mined in block 7, and it contains encoded TX Data representing the contract function call.

Fig. 17. Ethereum smart contract transaction

4.12 Ethereum Smart Contract Creation

Figure 18 shows the details of the transaction that creates a smart contract on the Ethereumblockchain. The figure displays the transaction hash, the sender address, and the newly created con-tract address as proof of deployment. The transaction had a gas limit of 3,000,000 and a gas price of20,000,000,000 wei, and no ETH was transferred. The TX Data field contains compiled smart contractbytecode, which represents the logic of the deployed contract.

Fig. 18. Ethereum smart contract creation
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4.13 Overview of Blockchain Transactions

Figure 19 shows three Ethereum blockchain transactions listed under the “Transactions” tab. Thefirst two entries are contract calls, in which the sender interacts with an existing smart contract, eachusing around 22,500 gas units. The third transaction is a contract creation, in which a new smartcontract is deployed using 3,000,000 gas units. All transactions were sent from the same senderaddress, demonstrating both contract deployment and subsequent interaction.

Fig. 19. Blockchain transactions

4.14 Ethereum Block Details

As illustrated in Figure 20, the Blocks section of an Ethereum blockchain interface shows blocks 6,7, and 8, with one transaction each. The blocks were mined in sequence, with gas usage of 3,000,000for block 6 and 22,500 for blocks 7 and 8. This indicates that block 6 contained a contract creation,while the following blocks executed contract calls.

Fig. 20. Ethereum block details

4.15 Smart Contract Deployment Transaction

The details of the contract deployment transaction are displayed in the Ethereum interface, asshown in Figure 21. The screen shows the transaction hash, the sender address, and the smart con-tract address. The display also shows that 3,000,000 gas units were assigned to the deploymenttransaction. The absence of an ETH value transfer, together with the contract address created by thetransaction, identifies it as a contract deployment rather than a contract interaction.
4.16 Ethereum Accounts Overview

Figure 22 shows the Accounts section of an Ethereum development environment, which lists theaddresses of blockchain wallets. Each account has a unique address, a balance, and a transaction
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Fig. 21. Smart contract deployment transaction
count (TX Count). Most accounts hold 100 ETH, while the first account holds slightly less, 99.94 ETH,indicating that it has already sent transactions. The mnemonic phrase at the top represents the seedused to generate these addresses deterministically, solely for testing or development purposes.

Fig. 22. Ethereum accounts overview

4.17 MetaMask Contract Deployment Confirmation

Figure 23 shows a MetaMask confirmation window for deploying the smart contract via Remix. Itindicates that the contract will be deployed from “Imported Account 1,” with a transaction amountof less than 0.000001 ETH and an estimated network fee of 0.06 ETH. The user can now either clickConfirm to proceed with the contract deployment or click Cancel to abort the transaction.
4.18 MetaMask Connection Request

Figure 24 shows a MetaMask pop-up requesting the connection of the website remix.ethereum.orgto the user’s wallet. It shows “Imported Account 1” with a balance of $0.00, and it offers options toedit the selected accounts. The user can either click Connect to authorize the connection or clickCancel to reject it.

22



Applied Research AdvancesVolume 00, Issue 00 (2026) 1-27

Fig. 23. MetaMask contract deployment confirmation

Fig. 24. MetaMask connection request
4.19 Ethereum Accounts Overview

The Accounts tab in the Ethereum Remix IDE displays a list of generated Ethereum accounts alongwith their respective addresses, balances, transaction counts, and index numbers, as shown in Fig-ure 25. Each account is loaded with 100 ETH, except the first account, which has 99.94 ETH becauseof earlier transactions. The mnemonic phrase at the top can be used to generate and restore theseaccounts.
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Fig. 25. Ethereum accounts overview
4.20 Performance Comparison of Proposed Framework with Existing Methods

Table 1 shows that the comparison demonstrates the superiority of the proposed AI-EnhancedBlockchain Telehealth Framework over existing systems. Conventional IoT methods offer reasonableprecision but suffer from significant latency and poor data security because of their centralized in-frastructures. Blockchain-based health systems usually improve security and transparency, but mostlack integrated predictive intelligence and are therefore less efficient in diagnostics. In contrast, theproposed framework achieves near-perfect classification performance, with 99.96% accuracy and a99.93% F1-score, using the GBM model and blockchain-secured data handling. A latency of 0.013 sec-onds indicates very rapid validation of transactions and data, making the system well suited for real-time telehealth services. Moreover, combining AI analytics with decentralized blockchain improvesintegrity, privacy, and reliability in decision-making, making it a robust and scalable solution for next-generation remote healthcare systems.
Table 1Performance comparison

Method / Framework Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC Score Latency (sec) Data Security Level

IoT-Based Healthcare Monitoring System [32] 92.45 90.82 91.36 91.08 0.935 0.245 ModerateBlockchain-Based Smart Healthcare [33] 95.78 94.65 94.92 94.78 0.972 0.112 HighProposed AI-Enhanced Blockchain Telehealth Framework 99.96 99.89 99.98 99.93 0.9999 0.013 Very High

5. Conclusion and Future Scope
The AI-enhanced blockchain telehealth system is a breakthrough in the secure, intelligent, andtransparent delivery of remote healthcare services. By combining predictive analytics with AI andblockchain, it provides a framework of security, privacy, and trust that supports the immutability andauditability of data management, which are issues endemic to the telehealth landscape. Using theTelehealth Services for Medicaid and CHIP Population dataset, the GBM model classified users into
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Low, medium, and high risk categories based on telehealth access and usage patterns. The model’sperformance is excellent, with an accuracy of 99.96%, a precision of 99.89%, a recall of 99.98%, and anF1-score of 99.93%, which indicate strong predictive ability to identify disparities in telehealth access.Operationally, the system is efficient, with around 22,500 gas units per transaction on the blockchain,a latency as low as 0.013 seconds, and an AES-256-GCM encryption throughput of 57.75 MB/s, confirm-ing fast and secure data handling. Taken together, these results suggest that the system can be usedto provide telehealth services in a trustworthy, privacy-preserving, and high-performance manner.Future work will scale the system using energy-efficient consensus protocols and Layer-2 blockchainarchitectures, and will integrate federated learning for privacy-preserving AI model training and sup-port interoperability with healthcare data standards such as HL7 and FHIR. Real-world experiments onseveral longitudinal datasets will assess fairness, adaptability, and resilience, positioning this frame-work as a step toward a global, ethical, and inclusive telehealth ecosystem.
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